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1 Abstract & Introduction

Abstract

Mobile payments are used in day to day life, from paying for online bills to paying for food in
your local shop. These payments are usually one of two forms: SMS-based mobile payments and
mobile wallet based payments. Whilst both offer their own benefits, they both come packaged with
their own security and privacy trade-offs. SMS payments provide a wider range of coverage allowing
for service in less technologically developed regions, digital wallets can provide a faster and more
secure form of mobile payment in a more limited geo coverage. These systems rely on secondary
technologies such as GSM networks, Near Field Communication as well as One Time Passcodes
in order to provide their services. In this essay, the security and privacy of these technologies are
explored and compared to provide a better understanding of the benefits and drawbacks of each
system, as well as providing information on currently available alternatives and new possible areas
in which mobile payments can grow to better serve the goals of privacy and security.

Introduction

Mobile payment methods designed in recent years take advantage of a full connectivity approach
in order to complete a transaction, having all devices used during a payment being connected to
some form of banking service. This provides instant confirmation in order to verify a payment
and complete the transaction in a matter of seconds. This methodology works functionally well in
developed regions; however, it is flawed in areas with low network coverage and completely voids
the ability to conduct a payment anonymously as the payee’s bank is directly contacted for each
transaction that takes place.

Processing user information for a payment between multiple devices and servers can be seen
as a breach of privacy as the data regarding the payment runs the risk of being intercepted and
or incorrectly secured from one node to the other. In addition, user anonymity is non-existent
in systems such as these as the user’s identification details are used between each stage of the
communication leading to the possibility that a user’s data could be stolen and or misused. Services
that rely on Global System for Mobile Communications (GSM) networks also run the additional
risk of the communication being intercepted and altered due to the insecure cryptographic schemes
in use. Some researchers have attempted to develop ways to provide increased anonymity in the
world of mobile payments, taking advantage of technologies such as blockchains and One Time
Passwords, completely diverging from the use of direct token based mobile payments as well as
GSM based transactions.

2 Literature Review

2.1 Global System for Mobile Communications

GSM Networks provide the modern day standard for direct communication between multiple
parties. First being introduced as a second generation (2G) digital communication protocol in
1991, it provided a way to send encrypted traffic between users with a higher level of security.
GSM supports features such as SMS and MMS, allowing non verbal communication through text
and images to be possible [20].
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2.2 SMS-Based Mobile Payments

SMS-Based Mobile payments were designed in order to enable users to complete and verify
payments using the GSM network. A retailer would send the user an SMS message including
details on how to complete a payment. This could be a number in which the user can send an SMS
with the amount to be paid to the merchant. The benefits of SMS-based payments is that GSM
networks have a wider coverage than 3G/LTE/5G networks, allowing for payments to be made
in a wider range of locations making it a primary technology for financial services serving regions
with underdeveloped infrastructure. Although these services provide a wide range coverage that
no other mobile payment technology is able to provide, SMS-based payments come with their own
disadvantages in the form of security and privacy with the technology relying on outdated A5/1 or
A5/2 stream ciphers to transmit SMS messages [3, 5].

2.3 One Time Password (OTP)

One time password provides an additional form of verification based on a secure single use
framework. When a payment request is received, a code in the form of integers or strings is
generated, and is forwarded to the user. This code in nature is generated securely by accessing
information, such as the current timestamp, to provide randomness to the code. The time stamp
would then get hashed or encrypted using a private and public key pair, in which the keys are
generated locally, and the public key is provided to the server in order for it to encrypt the code
and forward it back to the user. If the user is able to decrypt this value and gain the original one
time password, the payment would be authorised, hence proving their identity. The encrypted code
would have been delivered to the user using their email address or mobile phone number registered
to their bank or financial institution [13, 6, 8].

2.4 Mobile Payments Using Near Field Communication (NFC)

Near Field Communication (NFC) is a technology which allows the transfer of information wire-
lessly between two points within a limited range. Small packages of data such as a phone number,
coordinates, and even payment information can be passed between two NFC enabled devices when
pairing is established. NFC can be taken advantage of in order to enable wireless mobile payments
that do not rely on SMS technologies, completely bypassing the need for OTP to verify payments.
To validate NFC payments, the user would have a device, which is protected by either a passcode or
biometric authentication system. When a user attempts to conduct a payment using this system,
the payment device would first check if the payment is authenticated by the device administrator by
checking if they have unlocked the device, and how long it was unlocked. If the device is unlocked
and a substantial amount of time has not passed, the device automatically approves any contactless
payment made via NFC using the user’s credentials to sign and confirm the transaction.
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Figure 1: NFC Payment Example [1]



Aran Jannson COMMO4T Coursework 2

The data transferred between the two NFC points would be information such as a one time
card number generated by the payee device in order to provide security preventing theft of card
details. The merchant side would then process the payment based on this card information, and an
authentication centre of the card issuer will approve the payment by contacting the original card
issuer’s bank to complete the purchase. [16, 9].

2.5 Mobile Payment Wallets

Mobile payment wallets provide a centralised hub in which a user can store any supported
payments cards, allowing them to use any of these to complete a contactless mobile transaction
using their smartphone or smart watch. When a user wants to add a credit or debit card to the
wallet, the wallet checks the details with the card issuer and generates a token that is stored locally
on the device. These wallets take advantage of NFC technology in order to transmit this token,
which acts as a mask, to the original card number, ensuring that the original card number is not
directly shared with the merchant.
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Figure 2: Google Pay Transaction Scheme [18]

For every transaction, the wallet generates a unique signature to confirm authenticity. Even if a
malicious user intercepts the NFC payment signal, due to this signature they would not be able to
steal payment card information or money because of the signature being of limited use such as a
one time signature, allowing for increased security in mobile payments using these types of wallets
compared to other contactless payment schemes [15].

2.6 Passkeys For Authentication

Mobile payments schemes can also take advantage of technologies such as passkeys in order to
verify the user. This could be a system such as a two factor authentication where the implementation
of a passkey, which is a unique key specific to the current device that cannot be altered or changed
after being generated in order to be used for verifying the user’s authenticity [14]. Passkeys could
be applied to mobile payments by the user using biometric authentication methods such as a built
in fingerprint scanners to verify a challenge sent from a server which stores the public key related
to the passkey being used, whilst the fingerprint would then unlock the passkey in order for it to be
used to decrypt the challenge. This can be used to verify a purchase instantaneously. The benefits
of a passkey are not just limited to security, but they also provide privacy benefits as a user can be
cryptographically verified without giving the service any additional information.
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Passkeys complement security as well as privacy as the merchant would only be provided with
an approval status for the payment if the challenge was completed successfully. When a payment is
approved, the payment service can communicate with the bank to request the sum spent without
the merchant knowing which account the money is being taken from directly.

3 Security and Privacy of Mobile Payments

Security of mobile payments schemes vary based on which technology is in use. Each system aims
to solve a unique problem, whilst others try to replace an outdated protocol. This can be present
with the jump from SMS based payments to mobile wallets where mobile wallets have largely fazed
out SMS based payment protocols. The main drive for this is usability as well as the overall security
of these protocols.

3.1 SMS-Based Protocols

SMS Based protocols generally apply the A5/1 and A5/2 protocols, which take advantage of
pre existing GSM networks. The encryption of these protocols provided use outdated symmetric
key stream ciphers in order to encrypted and transmit SMS data. A5/1 uses a set of three stream
cipher registers of size 19, 22 and 23 bits respectively. Each register has its own clock value in
order to allow for non linearity and deciding the final output value based on the greater of these
three registers. Whilst A5/2 includes the same number and sized registers, it also includes a fourth
register of 17 bits. This fourth register is in charge of deciding which one of the three original
stream cipher will be used as the final output [3, 5].
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Figure 3: A5/1 and A5/2 stream cipher algorithms [3]

Security

The main downside of these in regards to privacy as well as security is due to the size of keys
being used as well as the general scheme itself. A5/1 uses 64 bit symmetric keys to provide an
LSFR encryption, whilst A5/2 is even weaker than this using 40 bits as the total key length. These
systems are cryptographically weak by modern standards, with modern computers being able to
decrypt messages sent on these platforms quickly. When the schemes were originally introduced,
the platforms were able to provide the necessary security required at the time. However, this did
not last for very long as the encryption technology these are based on was deprecated by NIST [12]
in 2005. The weak nature of these two protocols provide a major security risk for people sending
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valuable data through SMS channels on the GSM framework. This in particular is a major risk
to SMS-based mobile payments as if a message gets intercepted, a person attempting to make a
payment may end up with the payment going to the wrong location due to someone decrypting his
message, possibly redirecting or even altering the message. [5]

Privacy

Systems using these protocols contain major privacy risks as previously stated due to the insecure
nature of A5/1 and A5/2 where a user’s message can be intercepted and read without the senders
knowledge. This is due to the linearity and predictability of LSFR streams. Malicious users can
gain access to financial information stored in the SMS such as card numbers and OTP codes.
In addition, as SMS payments use GSM networks in order to function, an attacker can gather
information about the user’s current location.

3.2 Wallet Based Payment Protocols

Mobile payment wallets provide a service in which users can use their mobile devices to complete
payments using contactless NFC technology. The security of such schemes are shown to be drasti-
cally higher than of A5/1 and A5/2 based GSM SMS payment methods. Mobile payment wallets
take advantage of tokenization to provide a more secure and private payment method.

Security

NFC based mobile payment systems require high levels of authentication as well as trusted
systems to be in place. These systems use pre-existing payment standards used in standard card
based contactless payments such as EMV [17]. EMYV introduces the requirement of chip based
authentication in order to validate purchases by requiring the user to include a pin code alongside
the payment card. In mobile wallet based NFC payments, EMV technology is still in use providing
authentication and a pin based on data stored on the device’s profile for the specified card. When
a purchase is made, a unique token generated by the mobile wallet is used in order to authorise
and complete a transaction. Each purchase is verified using biometric technologies or pass codes
on the user’s device, preventing any transaction from taking place until this authentication step
is completed. In addition, contactless NFC technologies in use are applied to only function from
a short distance, preventing a payment from taking place if the mobile device is not close enough
[17], reducing the likelihood that an attacker can eavesdrop on the communication.

Privacy

The privacy of mobile wallets carry a vast number of questions. Due to the nature of the system
and the fact that the device, bank as well as the wallet of choice will have to store information
about any card linked to the wallet and transactions that take place. Many questions can be
raised regarding privacy: the use of a digital wallet allows for increased privacy for external third
party users such as the merchants that the digital card is used at, the users information still has
to be verified in one form or another. The merchant’s bank and the receiver’s bank do a final
communication in order to complete the transfer of funds [2, 17].
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Figure 4: Mobile Wallet Payment Communication Diagram [2]

When a payment is made using NFC to a card reader, the card’s token value is transmitted to
the card reader. This information is then processed by the the payment network in conjunction
with the bank linked to the token. The bank then communicates with the merchant’s bank in order
to complete the transaction.

4 Security & Privacy Trade Offs

In mobile payments privacy trade-offs are often made in order to provide a more reliable and
secure platform. Systems such as mobile wallets are an example of this. The system provides a
high degree of security for the end user by implementing tokenisation to provide a virtual card
number to a merchant rather than the raw card number itself. However, in order to provide this,
multiple checks must be applied during each purchase, which voids a level of privacy to allow
for the prevention of fraud. The line that is drawn between privacy and security is extremely
fine for mobile banking as they can view what transactions a user is making in order to provide
more personalised recommendation, as well as services such as a categorised budget calculator [4].
The trade offs may be seen as reasonable by the average consumer. However, people who have
a deeper understanding of how these technologies work may not be as willing to provide multiple
institutes with their personal information. Whilst the merchant is able to save a record of basic user
information for a transaction [15] such as their name, a bank that is involved in this communication
could theoretically be able to see how much a user has spent and at what store without the user
being directly aware.

Nonetheless, some of these privacy trade-offs provide benefits for the end user as they provide
protection against financial fraud. The requirements of biometric authentication can be one example
of this. If a user attempts a payment, the only way in which this payment will succeed is if the user
verifies their identity using their fingerprint or face scan. Although this data is not directly shared
outside of the user’s device, a passkey is kept on record on servers, allowing payment providers
to know that it is still the same person making the current purchase. Since this passkey will be
saved alongside the users credentials such as their name and address, it would be easy for the
two detail sets to be put together in order to confirm that the purchase signed off by the valid
passkey is owned by the person on record. This lapse in privacy for the user however comes with
the previously mentioned security benefits as the user is verified in multiple ways before a purchase
can be made. These are but are not limited to the user having to first be logged in, verify their
identity using biometrics before tapping their NFC device on the payment terminal [15, 9], or even
being provided with an OTP [6] to complete a purchase.

6
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The flip side of the coin would be security limitations in order to provide anonymity and privacy
for a user. A payment can still be accomplished by a user without as much data being necessary
by disabling biometric authorisation for a purchase, allowing the purchase to technically have been
made by anyone with access to the device. This can allow the user to have a basis for deniability
of a purchase in which they can state a close family member such as a spouse to also have access
to the device and its payment methods. On face value, when a purchase is made, the card owners
details will however still be present, allowing for banks to provide the argument that any purchases
made with this card is done by the owner and or by their explicit permission, still linking the owner
to any purchase even if not as directly.

5 Existing Solutions & New Ideas

5.1 Anonymity Based On A Client Centric Model

Current mobile payment services such as Visa’s 3D Secure [7| protocol provide the assumption
that all devices involved in a transaction are connected to internet. This provides restrictions for
mobile payments if a transaction is attempted outside of a coverage zone. In order to counteract
this, a proposal was made for a client centric model [10] to provide a secure anonymous payment
system even if there is no network connection to the payment terminal. The way this system would
function is by having the merchant send an encrypted transaction to the payment device, such as a
mobile phone using contactless payment, which includes the information regarding the transaction.
This can be done by using technologies such as Bluetooth or Near Field Connectivity (NFC). The
payment device would then connect to the payment service, such as a bank, processing all the
information for the payment locally [10].

5.2 Anonymity Using Blockchain Technologies

Blockchain technologies provide new possibilities for both security and anonymity. Blockchain
technologies work by storing data in blocks across multiple systems in the form of a linked chain.
This provides a feature set in which each entity in the chain is linked to one another based on the
time the data was added to this chain. When a new block is added, it mathematically links itself to
the previous block to maintain data integrity [19]. Blockchain technologies can be taken advantage
of to provide anonymity due to its mathematical nature of linking to the previous block. A chain
can be generated on a user’s payment device, provide proof of ownership of funds or an account.
Instead of storing a complete history of all transactions, the payment system maintains and can
generate two separate blockchains, one that stores partial transactional data and one that stores
account data. A third chain can be created in order to store all transactional information in order
for it to be used as proof of ownership of an account or balance. Only necessary data related to
the transaction is stored [11]. In order to provide anonymity, the system would use threshold based
Schnorr Signatures [11]. This system allows a group of users to create a set of keys in which all
transactions attempt by any individual in this group appears to come from the group rather than
an individual [11], If someone was to have a look at a transaction made using this system, they can
see that someone in the group signed the transaction, but they cannot tell who specifically signed
it, allowing sender anonymity [11]. When the signature is verified, an update is initiated on the
transaction chain in order to validate the usage of the funds from the user’s account.



5.3 Possible New Idea

A possible new implementation could be a system that relies on passkeys and blockchain tech-
nologies [19] to locally compute a transaction. In order to balance privacy and security to a better
degree, a system could take advantage of self stored dynamic passkeys. This would function in a
fashion in which the passkey is regenerated after a set amount of time is passed and is then sent
as an encrypted communication to the bank associated with the account in use. When the bank
receives the new passkey, it automatically overwrites the one currently stored. These passkeys can
be linked together in a blockchain to verify an old passkey if needed by the users on their local
machine. The bank would only receive limited information on purchases made, such as possibly
only linking the amount spent by the user, whilst the balance transfer’s final destination would
only be computed by the mobile device being used for the purchase. If a system such as this one
could be made, it would allow for a better balance between secure payments whilst also preserving
a higher level of privacy and anonymity.

6 Conclusion

Overall, mobile payment systems provide varying levels of privacy and security based on the
technicology used. SMS-based protocols provide the least amount of security and privacy, whilst
wallet based payment systems are more secure. However, they require a higher level of personal
information in order to function. Solutions that rely on client centric approaches as well as those
which take advantage of blockchain in order to mask the user’s identity provide effective implemen-
tations to be used. With the possibility of further new ideas, the privacy and security trade off in
the current mobile payment market could improve based on the willingness and compliance from
global banking leaders.
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