
















5.3 Possible New Idea

A possible new implementation could be a system that relies on passkeys and blockchain tech-
nologies [19] to locally compute a transaction. In order to balance privacy and security to a better
degree, a system could take advantage of self stored dynamic passkeys. This would function in a
fashion in which the passkey is regenerated after a set amount of time is passed and is then sent
as an encrypted communication to the bank associated with the account in use. When the bank
receives the new passkey, it automatically overwrites the one currently stored. These passkeys can
be linked together in a blockchain to verify an old passkey if needed by the users on their local
machine. The bank would only receive limited information on purchases made, such as possibly
only linking the amount spent by the user, whilst the balance transfer’s final destination would
only be computed by the mobile device being used for the purchase. If a system such as this one
could be made, it would allow for a better balance between secure payments whilst also preserving
a higher level of privacy and anonymity.

6 Conclusion

Overall, mobile payment systems provide varying levels of privacy and security based on the
technicology used. SMS-based protocols provide the least amount of security and privacy, whilst
wallet based payment systems are more secure. However, they require a higher level of personal
information in order to function. Solutions that rely on client centric approaches as well as those
which take advantage of blockchain in order to mask the user’s identity provide effective implemen-
tations to be used. With the possibility of further new ideas, the privacy and security trade off in
the current mobile payment market could improve based on the willingness and compliance from
global banking leaders.
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